
REQUEST FOR PROPOSAL
___________________________________________
Introduction

The North Central Regional Planning Commission (NCRPC), acting as fiscal agent for the North Central Homeland Security Council, hereby invites you to submit a sealed proposal on the goods and/or services as described below.  A complete background on the NCRPC and the procurement process it follows can be sought by going to http://www.ncrpc.org.  Click on Homeland Security link. 
Project Specifications
Introduction  
The subject focus is to work with four unique counties that currently do not have access to an onsite Information Technology Department.  These counties utilize vendors or contactors to increase the cyber security abilities of local government.  The four counties are:

1.  Jewell County

2.  Ottawa County

3.  Republic County

4.  Lincoln County   
Scope 

Penetration Testing and Vulnerability Testing to simulate real-life threats based on tactics, techniques and procedures that cyber criminals are known to utilize to access critical information or disrupt services and access.  Penetration testing is to consist of a screening of the internal and external network, surface probing and testing. During the penetration tests the vendor will conduct a vulnerabilities test which will involve review of the hardware and software configurations, this will be done onsite in each county. The vendor must be knowledgeable enough to help counties establish a process and schedule to check their internal cybersecurity status themselves, such as OS and software patches, antivirus, and device firmware updates, specific to their systems (establish internal cybersecurity program). 
Deliverables
Vendor will provide an extensive written review of the penetration test identifying specific cybersecurity gaps along with suggestions for mitigation and additional hardware or software needed to focus on rectifying identified gaps for each of the four counties.

A list of written recommendations for improvements in the areas of penetration and vulnerabilities found in each county.
A schedule and list of items for use in establishing an internal cybersecurity program in each county (i.e., a to-do list and recommended periodic schedule for items such as OS and software patches, antivirus, and device firmware updates, both in general and specific to their systems.)  With this list and schedule, we would like the vendor to recommend to each county that they establish a cybersecurity program, follow through to the best of their ability, and use the recommendations in the future to monitor and define the performance of IT consultancies.
Within 90 days of the remedies being implemented, vendor will initiate another test to see if the remedies were successful in filling the gap and provide a corresponding comprehensive analysis of these testing results for each county.

Pricing

The Vendor is to provide the following details concerning all inclusive cost options. 
1.  An hourly rate for the testing that includes the initial testing and the follow up 
 
     testing.
2.  Provide an analysis of suggested hardware or software that the vendor would recommend to patch identified gaps once the initial testing is complete
3.  Provide a recommended process and schedule for each county to follow as part of their internal cybersecurity program

3.  Pricing must include all travel expenses for vendor traveling to each county.


Selection Criteria and Interview Process 

It is anticipated that vendors will be selected for an interview. The interviews will occur either face-to-face or online at a time agreed upon by vendor, project committee and fiscal agent.

Following proposal reviews and interviews, if the latter are deemed necessary, the Project Committee will rank the interviewing proposals as follows:

· Vendor’s knowledge of the subject 

· Representation of adequate staff capacity and the ability to perform the tasks desired.

· Verification of having performed similar tasks with the experience occurring consecutively within the past 5 years in Cybersecurity testing and mitigation strategies.  

· Display knowledge of gaps and vulnerabilities specific to the state of Kansas
· The ability to complete the project by September 30, 2022

· Positive and constructive reference reports

· Price 

A decision will be made no later than September 1st, 2021.  The North Central Regional Planning Commission will then engage the top ranked Vendor in contract negotiations by September 13th 2021.
Directions for Submission of RFP
Interested individuals, firms and organizations are to submit one copy of their proposal to the following address:

Lacey Miller

North Central Regional Planning Commission

109 N Mill Street – PO Box 565

Beloit, KS 67420

(785) 738-2218

burks809@gmail.com
Such proposals must show the following information:

1. Vendor name and address

2. Brief history of operation and range of service capabilities

3. Name and resume of Project Director

4. Resumes of all principals and professional support staff involved demonstrating qualifications and related experience and expertise

5. No less that three references including contact information and a brief description of the services provided
6. Only sealed hard-copy proposals are acceptable.  These can either be hand delivered or submitted via USPS, UPS, FedEx or other delivery service. 

CAUTION: Be sure to allow time for your proposal to arrive, since UPS, FedEx and USPS delivery times can be erratic and unpredictable. “Next Day Delivery” does not guarantee delivery by the deadline and all proposals received after the stated deadline will be rejected and returned unopened. 

7. Questions concerning the project and proposal process will be answered and posted on the NCRPC website ( http://www.ncrpc.org) up until five (5) working days prior to bid opening.  Questions submitted after that point will not be answered or processed.  

8. All proposals must be clearly labeled on the outside of the envelope with the project name provided in the proposal instructions.  

9. Proposal changes or modifications will be accepted by electronic (e.g., E-mail, FAX) means, but only if the change or modification is received prior to the bid deadline and then only if the information submitted does not reveal the base value being adjusted.  Hardcopy, written confirmation of the value change/modification must be received within two (2) working days after the closing date; otherwise, no consideration will be given to the electronic modification. 

10. Electronic submissions (e.g., E-mail and FAX) of complete proposals are NOT acceptable and will be rejected.    

11. Neither duplicate hard copies nor electronic versions of proposals should be circulated to other parties affiliated with the project.  

Sealed proposals will be accepted until 1:00 PM, Central Time Thursday August 26th 2021.   At that time, all proposals received will be publicly opened.  That information will be passed on to the North Central Kansas Regional Council Project Committee which will consist of at least three people.  Members of that committee shall then review the individual proposals in accordance with the following criteria.   
Budget and Contract

The North Central Regional Planning Commission, as fiscal agent for the North Central Kansas Regional Homeland Security Council, will enter into a contract with the selected firm.  The Vendor is hereby informed that the contract document must be approved by the Kansas Highway Patrol prior to its final execution.

All persons awarded and/or entering into contracts with the North Central Regional Planning Commission shall be subject to and required to comply with all applicable state and federal provisions pertaining to non-discrimination, Equal Employment Opportunity and Affirmative Action.  All Contracts will be reviewed by the Kansas Highway Patrol prior to execution.
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